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m Virginia Information Technologies Agency

e Executive & Legislative Branch leaders called for

0 Business-like approach to managing IT services across the
enterprise of state government

e Use of “Shared Services” (cloud computing)
o Statewide IT infrastructure for government entities

e Central oversight of IT procurement, projects, security,
standards, policy and procedures, Wireless E-911, and
contingent labor

e Modernization is a journey
— Step 1: Creation of VITA & governance framework
— Step 2: Transformation of infrastructure
— Step 3: Focus on shared services across enterprise
— Step 4: Northrop Grumman contract transition
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e 13-year term expires on July 1, 2019

e Focus since 2005 has been tactical:
— Finish “transformation” of 89 agencies
— Improve overall performance

e VITA requires new resources to maintain

operations while addressing recompete &
disentanglement

e Feedback from policymakers & customers
needed on next steps:

— In-sourcing, out-sourcing, multi-sourcing
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Computers Communications Printers
59,374 PCs 55,000 desk phones 5,311 network
3,356 servers 6,100 handhelds (PDAS) 22,000 desktop
Mailboxes 11,000 cell phones
58,948 accounts  Networks
Data storage 2,039 circuits
1.5 petabytes Data Centers (2)
Mainframes (2) CESC S o T
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Virginia Information Technologies Agency

People, Process,
Technology and Leadership

Laptop: $116.87/month

PC: $98.06/month

Hardware
Acqguisition

Installation and Setup

Planned PC Refresh

Asset Tracking & Disposal

Software
Windows

Office
Java/adobe
Browser Plug-Ins
Antivirus

Security
Automated Patching
24x7 Monitoring
Firewalls

SPAM Filtering
Encryption

Remote Access

Enterprise Services
Email

Internet Access
Backups [file shares]
Global Address List
Network Connectivity

Management

Agency Account Management
Process Oversight

Service Levels

Technology Roadmap

Vendor Management
Planning

Support

Helpdesk 24x7

On-site Repair

Remote Support
Password Resels
Account Administration
Hardware Upgrades
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Total FY 13 Expenditures | 8% VITA Agency
by In-Scope Exec Branch Agencies*

VITA
Charges A

(1.4%) - 92% to Vendorsﬁ
for Services /

Non-VITA IT
Spend (1.5%)

Sources: FY13 total expenditures from Commonwealth Data
Point; FY14 Non-VITA spend & VITA charges from APA
CARS extract; vendor charges from VITA billing data.
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I Plan I Procure I Transition k

Recompete 2014 - 15 2016 -2018 Starts June 2019
_ Plan I Disentanglement k
Disentangle 2017-18 Starts Oct 2018
Maintain Operations, Security, and Oversight
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m Virginia Information Technologies Agency

e Maintain existing resiliency, reliability and
Industry best practices

e Maintain vigilance while continuously
Improving performance and security

e | everage market and technology trends to
promote agility in delivery and diversity In
choices

e Ensure price competitiveness and financial
flexibility
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e Prerequisite activities must be completed
during McAuliffe Administration

— Direction needed from policymakers by end of
CY 2015

e Options will also be affected by changes In
provision & management of IT

— Mobile computing, new contractual models, etc
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e Will Commonwealth want a dedicated
state data center, located In Virginia?

— Other states use multi-tenant and/or out-of-
state data centers, potentially lowering costs

— Use of in-state center ensures Virginia laws
apply & supports economic development

e Use of public “cloud” services may lower
costs, but may add complexity & hinder
security of data

— NG already provides private cloud to CoVA
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e Outsourcing chosen in 2005 because state
lacked capital
— NG provided capital, which state is repaying

— Cost to end contract early reflects this ($318M
in FY 2014)

e Will funding exist to buy Chester data
center & other IT assets?
— 2013 assessed value of Chester facility is $38M

— Contract stipulates at least $47M cost for
certain assets (mainframes, servers, PCs)
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e More than 550 state IT staff became NG
employees in 2006
— NG now has 580 staff & contractors

e State may offer to hire NG staff &
subcontractors

— Offers must be made from Oct 2018 - Sept
2019

e In-sourcing will require substantial hiring
— At least $48M plus benefits
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e Disentanglement associated with end of term
begins 9 months prior (Oct 1, 2018) & length
may vary

— NG activities “to accomplish a complete, timely,
and seamless transition”

— Assumed a single, transition event
— May take up to two years (March 2021)
— Contract continues until disentanglement is
complete
e Non-exclusivity and sourcing strategy may
suggest introducing alternate service models
and providers in a staggered transition
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e RFP for advisory services

— IT infrastructure services sourcing strategy
& options

e RFP issued September 5
e Responses submitted by September 29

e Evaluation and negotiation September -
October

e Planned award in November
e Begin advisory engagement in January
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e Shorter terms

e Shift from single vendor to best-in-breed
vendor(s)
— Use of multi-sourcing integrator (MSI) to support “plug-n-
play”
e Staggered procurements vs. “big-bang”

e Cloud computing (no magic bullet)
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e Alighing Commonwealth’s business needs
with technology

e Third wave of IT: cloud, mobile, social media
— Citizen, agency and employee expectations

e Evolving & increasing IT security threats

e Lingering resistance to shared services
approach & oversight

e Staffing - balancing (1) recompete, (2)
disentanglement preparation & (3) daily ops
— Responding to agency Iinitiatives
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Proposed Schedule: Stakeholder Engagement

Sep/Oct Nov/Dec Jan/Feb Mar/Apr May/Jun Jul/Aug Sep/Oct Nov/Dec

2015 Session

- Legislative Working Group
Customer Advisory Group II Consultant ‘
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e Highly collaborative review
— 60 individuals representing 14 agencies

* 1 cabinet Secretary and 2 deputies
e 2 IT Investment Board members and the CIO

— Council on Technology Services Workgroup
e Chaired by Dave Burhop of DMV

* 9 members representing 7 agencies, including Judicial and
Legislative branches, local government, and higher
education

— Independent review
e Gartner
+ Gordon & Glickson
* PA Consulting

| www.vita.virginia.gowv 1
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I Plan I Procure I Transition k

Recompete 2014 - 15 2016 -2018 Starts June 2019
_ Plan I Disentanglement k
Disentangle 2017-18 Starts Oct 2018
Maintain Operations, Security, and Oversight
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Samuel A. Nixon Jr.
sam.nixon@vita.virginia.gov
(804) 416-6004
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